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Secret Key Agreement by Soft-Decision of Signals in Gaussian

Maurer’s Model*

Masashi NAITO™?, Nonmember, Shun WATANABE ", Ryutaroh MATSUMOTO'),

SUMMARY  We consider the problem of secret key agreement in Gaus-
sian Maurer’s Model. In Gaussian Maurer’s model, legitimate receivers,
Alice and Bob, and a wire-tapper, Eve, receive signals randomly generated
by a satellite through three independent memoryless Gaussian channels re-
spectively. Then Alice and Bob generate a common secret key from their
received signals. In this model, we propose a protocol for generating a
common secret key by using the result of soft-decision of Alice and Bob’s
received signals. Then, we calculate a lower bound on the secret key rate
in our proposed protocol. As a result of comparison with the protocol that
only uses hard-decision, we found that the higher rate is obtained by using
our protocol.

key words: advantage distillation, AWGN, information theoretic security,
key agreement, privacy amplification, public discussion

1. Introduction

As one of fundamental problems in cryptography, we will
consider the problem of secret key agreement in this paper.
Following the studies on confidential message transmissions
over noisy channels [8], [14], [15], [24], the problem of the
key agreement in the information theory was formulated by
Maurer [16] and independently by Ahlswede and Csiszar
[1]. They considered the interactive model of secret key
agreement from an initially shared partially secret string by
communication over a public channel. They also defined the
secret-key rate as the maximum of key rates, which are ra-
tios between the length of shared secret keys and the length
of the initially shared partially secret string. Then they de-
rived a lower bound and upper bound of the secret-key rate.

As an example of the key agreement, Maurer [16] con-
sidered the following model. Two parties, Alice and Bob,
who want to share a secret key, and the wire-tapper, Eve,
receive the bits randomly generated by a satellite over inde-
pendent binary symmetric channels (BSC) respectively. We
call this model Maurer’s model. Maurer [16] proposed an
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interactive key agreement protocol in his model, and showed
that the key generation rate of the interactive protocol can be
higher than that of non-interactive key agreement protocols.
More precisely, he showed that the key rate of the interac-
tive protocol can be positive even though the key rates of
non-interactive protocols are 0.

In Maurer’s original model and protocol, channels are
assumed to be BSC, and received signals are assumed to be
digital signals. However, signals in practical channels are
analogue. Recently, the key agreement over wireless chan-
nel is experimentally studied by Aono et al. [2]. However,
information theoretic analysis of the key agreement over
analogue channels has not sufficiently conducted. In order to
close the gap between Maurer’s results and the experimen-
tal study, we will modify Maurer’s model to use Gaussian
channels instead of BSC, which we call Gaussian Maurer’s
model. Then we analyze key rates of protocols in Gaussian
Maurer’s model. It should be noted that Wolf [22] consid-
ered a model in which a satellite sends a random bit to Al-
ice, Bob, and Eve over independent analogue outputs chan-
nel (not necessarily Gaussian). By reducing his model to a
model in which Alice and Bob are connected to the satel-
lite with BSCs and Eve is connected to the satellite with a
binary symmetric and erasure channel, he showed that the
secret-key rate is positive if the conditional mutual infor-
mation between Alice and Bob’s received analogue signals
conditioned by Eve’s received analogue signal is positive.
However, the key rate is not calculated explicitly.

In Gaussian Maurer’s model, Alice and Bob can use the
results of soft-decision of analogue received signals. They
can determine the reliability information from this results
and use it for generating a common secret key. In this paper,
we will propose a protocol for secret key agreement using
the reliability information. Then, we calculate key rates at
which Alice and Bob can agree a secret key in our proposed
protocol. It should be noted that Maurer mentioned that Al-
ice and Bob might be able to utilize the reliability informa-
tion when they are connected to the satellite with Gaussian
channels [16, Sect.5]. However, he did not clarify the key
rate of a protocol in which Alice and Bob utilize the relia-
bility information.

Considering the situation that Alice, Bob, and Eve
hard-detect the signals that are sent out by the satellite, Mau-
rer’s original model can be seen as the special case of Gaus-
sian Maurer’s model. Thus, we can compare the protocol in
Gaussian Maurer’s model and one in BSC Maurer’s model.

Copyright © 2009 The Institute of Electronics, Information and Communication Engineers
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In order to show advantage to use reliability information,
we will compare the key rate in our proposed protocol and
the key rate in Maurer’s protocol in which Alice and Bob
use only hard-decision. From the result of this comparison,
we will show that the higher key rate is obtained by using
our proposed protocol than the protocol that only uses hard-
decision.

In order to derive the key rate at which Alice and Bob
can agree a secret key in our proposed protocol (Theorem 1),
we show two lemmas. Lemma 1 is used to show that Alice’s
key and Bob’s key coincide with high probability. Lemma 2
is used to show that Eve’s knowledge about the key shared
by Alice and Bob is negligible. It should be noted that,
during the process of the review, Nascimento et al. pub-
lished the result [19] similar to Lemma 2. Their result is
a generalization of the privacy amplification by Bennett et
al. [3] for Eve with continuous random variables. Although
Lemma 2 is also a generalization of the privacy amplifica-
tion for Eve with continuous random variables, the proof
method of Lemma 2 is different from [3],[19]. The proof
of Lemma 2 is based on Lemma 4. Lemma 4 can be con-
sidered as a generalization of [11, Lemma 2.1.1] for condi-
tional distributions conditioned by continuous random vari-
ables. Lemma 2.1.1 was used to show general formulae of
the random number generation in the information spectrum
method [11].

Rest of this paper is organized as follows. In Sect. 2,
we will introduce Maurer’s model modified to use Gaussian
channels instead of BSC. In Sect. 3, we will show our pro-
posed protocol using reliability information. In Sect. 4, we
will compare our proposed protocol and Maurer’s protocol
with hard-decision. In appendices, we will prove the lem-
mas that are needed for the proof of theorem that derives the
key rate at which Alice and Bob can agree a secret key in
our proposed protocol.

2. Secret Key Rate in Gaussian Maurer’s Model

Consider the following key agreement problem, which we
call Gaussian Maurer’s model. Assume that a satellite ran-
domly generates signals and sends it to two parties Alice
and Bob who want to share secret key and the wire-tapper
Eve over three independent memoryless Gaussian channels.
Their noises at time i, denoted NX), Ng) ,and Ng), are drawn
from independently identically distributed (i.i.d.) Gaus-
sian distributions with mean O and variances Vy, Vg, and
Vg respectively. A sequence of signals that the satellite
generates at time 1 to n, denoted U" = [y, ..., um,
is drawn from a distribution Py» on a signal set in R”
and this sequence of signals satisfies power constraint
ﬁZ?:l(u("))z < 1 for all sequences u". Alice, Bob, and
Eve receive X" = [XDV,...,X®], y* = [YD, ..., Y®™].and
7" = [ZD, ..., 7", as outputs of these three channels at
time 1 to n respectively. They are assumed to know the dis-
tribution Py« and noise variances V4, Vg, and V. Note that
capital letters denote random variables and corresponding
small letters denote realizations in this paper.
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After Alice, Bob, and Eve receive signals, Alice and
Bob communicate over a public channel. This channel is as-
sumed to be noiseless and discrete, and its capacity is finite.
Every messages communicated between Alice and Bob can
be intercepted by Eve, but it is assumed that Eve cannot in-
sert fraudulent messages nor modify messages on this public
channel without being detected. Let C be the entire commu-
nication held over this public channel. After enough com-
munication over the public channel, Alice computes a secret
key S on a key alphabet § as a function of her received sig-
nals X" and all information C over the public channel. In a
similar way, Bob computes a secret key S’ on S as a func-
tion of Y” and C. The secret key rate in this model is defined
as follows. Note that we will take all logarithms to be base
2, and hence all the entropies will be measured in bits.

Definition 1 For given noise variances V4, Vg, and Vg, a
rate R is said to be achievable if for every € > O there exists
a protocol for sufficiently large n satisfying

Pr[S #S'] <e, (D

H(S|CZ") > log|S| - € 2
and

1

—log|S| >R - €,

n

where |S| denotes the number of the elements in S.

Remark 1 In [1],[16], the security of the key is evaluated
by

1 1
—H(S|CZ") = —1og|S| — ¢,
n n

which is called the weak security criteria, instead of Eq. (2),
which is called the strong security criteria. Obviously, the
strong security criteria implies the weak security criteria.
For discrete random variables, Maurer and Wolf showed that
if a key rate is achievable for the weak security criteria then
the key rate is also achievable for the strong security criteria
[17].

3. Secret Key Agreement by Soft-Decision of Signals

In this section, we will propose a protocol that uses relia-
bility information of signals and show the key rate that is
achievable by this protocol.

In our proposed protocol, the satellite selects input sig-
nal U® i.i.d. according to a distribution Py (1) = Py(-1) =
1. Thus, the received signals X, Y, Z® are also i.i.d. re-
spectively.

Let ay,...,ak be a positive and monotone increasing
sequence, and let Ey, ..., Ex be sets, where jth level set is
defined as £ = [-a;,a;] (j=1,...,K).

The procedures of our proposed protocol is as follows.
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1. From the received signal X at time i, Alice determines
reliability information WX) as

0 ifX?ekE,
WP =3 it X0 e ENES, (j=1,...,K),
K if X9 e ES

where the set ES is the complement of the set E; in the
set of real numbers R, and E;\E;Jr1 = E; N Ej, is the
difference set. Similarly, from the received signal Y
at time 7, Bob determine reliability information Wg) as

0 ifY?Y ek,
Wg)= j ifY(i)eE;\E;H(j:l,...,K).
K if YD eE

2. Alice and Bob send sequences WX = [W(]), R WX”]
and Wy = [W(l),..., Wg’)] over the public channel.
From these messages, they can know the sets contain-
ing their received signals.

3. Alice and Bob quantize X" and Y" into discrete random
variables XZ and )72, where XX) is defined as

i 1 ifX?>0
() _ =
X = {0 if X® <0, ©)
and 7Y is similarly defined as
g _ |1 if Y@ >0, @
Ao ify? <o.

For given (W(i), Wg)) = (wa,wp), if Eve’s ambiguity
HXAIZ, W,y = wa, Wy = wg) about }?(Ai) is smaller than
Bob’s ambiguity H(XAlY, Ws = ws, Wp = wp) about X,
then we should discard X(Ai) in our protocol. Indeed, if we
keep X(Ai) for such (W(i), Wg) ) = (wa,wp), then a negative
term is added to the lower bound on a secret key rate shown
in Eq. (11). Furthermore, if the difference between Eve and
Bob’s ambiguity about )?(Ai) is smaller than the difference be-
tween Eve’s ambiguity H(YA|Z, W4 = wa, Wp = wp) about
?(Ai) and Alice’s ambiguity HIAX, Wy = wa, W = wp)
about YX), we should generate a secret key from Y(Ai) in-

stead of X(Ai). For this purpose, we consider the sets A, B C
{1,...,K}x{1,..., K}, which are defined as

A = {(wa, wp)|
H(XAZ, Wa = wa, Wp = wp)
— H(X,|Y, Wa = ws, W = wp)
> max{0, H(YA|Z, Wy = wa, Wg = wp)
— H(YA|IX, Ws = wa, W = wp)}},
B = {(wa, wp)l
H(YA|Z, Wp = wa, Wg = wp)
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— H(YAIX, Wy = wa, Wg = wp)
> max{0, H(XslZ, Wy = wa, Wp = wp)
— HXAlY, Wy = wa, W = wp)}h.

Note that Alice and Bob can calculate the conditional en-
tropies that appear in the definitions of A and B respectively,
because we assumed that they know the noise variances Vj,
Vg, and Vg. If given (WX), W,(g’)) is in the set A, we use X(A’)
for generating a secret key, otherwise we discard f((A"). Sim-
ilarly, if given W, Wg)) is in the set B, we use ?(Ai) for
generating a secret key, otherwise we discard Y(Ai). Thus, we
determine discrete random variables

o _ XD W W) ea,
X9 = . S
0 otherwise,
and
o |7V it W, w)eB,
Y, = . (6)
0 otherwise,

and we use them for generating a secret key instead of )?(Ai)
and Y(A’).

4. According to the rule in Eq. (5), Alice determines X,
from W}, Wy, and XZ. Similarly, Bob determines YZ
from W4, Wy, and Y7,

5. Alice compresses her bit sequence X} by an encoder
¢, from {0, 1}" to a message set My, and sends the
message My = ¢,(X}) to Bob over the public channel.
Similarly, Bob compresses his bit sequence Y into the
message Mg on Mp, and sends it to Alice over the pub-
lic channel®.

6. Alice decodes Mg, X", and the reliability information
(W4, Wp) into the estimation f’g. Similarly, Bob de-
codes My, Y", and the reliability information (Wy, Wp),
into the estimation XZ.

7. Let ¥ be a set of universal hash function [5] (see also
Appendix B.1) from {0, 1}" x {0, 1}" to S. Alice ran-
domly choose a hash function f € ¥, and publicly tells
the choice to Bob. Then, Alice and Bob’s final keys are
S = f(X2, ¥ and S = f(X7,Y") respectively.

In order to guarantee that Alice and Bob can com-
pute the same key in step 6, we set the rate % log | M,| and
ﬁ log | Mp] of the public messages (M4, Mp) according to the
following lemma, which is derived by modifying “Slepian-
Wolf Coding” [21] for continuous random variables. The
lemma is proved in Appendix A.

Lemma 1 Suppose that we set
1
- log |Myl| > H(XAlYWaWsp) @)

and

TFor example, we can consider the encoder as a parity check
matrix and the message as a syndrome.
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1
—10gIMp| > H(YalXWaWp), ®)

then there exist encoders and decoders such that the decod-
ing error probabilities Pr{X} # X} and Pr{Y} # Y} tend to
0asn — oo.

Thus, Eq. (1) is satisfied for sufficiently large 7.

In order to guarantee the security of the protocol, we
set the key rate % log |S| according to the following lemma,
which is derived by modifying the so-called “left over hash
lemma” [3], [4], [12] for continuous random variables. The
lemma is proved in Appendix B.

Lemma 2 Suppose that we set

“logl] < HOGYAZW, W)~ log MuIMsl, (9)
then

HS|Z"WiWeMaMpF) > log|S| — € (10)
is satisfied for sufficiently large n.

Note that F' is arandom variable on ¥, and all information C
over the public channel correspond to (W), Wy, M4, Mp, F)
in this case.

From Egs. (7)—(9), we obtain the following theorem
that gives the key rate that is achievable by this protocol.

Theorem 1 By using our proposed protocol, the key rate
H(XAYAIZWAWE) — H(XAIY W4 Wp)
—H(YA|XW4Wp). (11)

is achievable.

Note that from the rule in Egs. (5), (6), we can rewrite the
Eq.(11) as

H(XAYAIZWAWp) — H(XA|Y W, Wp)
—H(YAIXW,Wp)

= Z Pw,wy(wa, wp)

Wawp
x max{0, HXA|Z, Wy = wa, W = wp)
— HXAlY, Wy = wp, W = wp),
H(YAZ, Wy = wp, Wp = wp)
— H(YAIX, Wy = ws, Wp = wp)}.

For fixed (WA, WB) = (LUA,LUB), H(XMZ, WA = W4, WB =
wp) — HXA|Y, Wa = wy, W = wp) is the key rate that is
achievable when we use only )?’A’ for generating a secret key,
H(YAIZ,Wa = wa, Wp = wp) — HYAIX, Wy = wy, W =
wp) is the key rate that is achievable when we use only Y}
for generating a secret key, and O is trivially achievable key
rate. By the rule in Eqgs. (5), (6), we choose the maximum
among these key rates for each (w4, wp) in order to make the
achievable key rate as high as possible.

Note that encoding in step 5 and decoding in step 6 are
implementable by using low-density parity check codes [6],
[18].
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4. Comparison to a Protocol with Hard-Decision

In this section, we numerically show the key rate that is
achievable by our proposed protocol, i.e., Eq. (11). First, we
show the relation between signal-to-noise ratio (SNR) and
the key rate for several noise-to-noise ratio (NNR). In or-
der to clarify the advantage to use the soft-decision, we also
show the comparisons between the key rate that is achiev-
able by our proposed protocol and the key rate that is achiev-
able by Maurer’s protocol in which Alice and Bob use only
hard-decision for generating a secret key.

The relation between (SNR) and the key rate for sev-
eral NNR is presented in Fig. 1, where sets E;, E», and E;3
are determined from fixed a; = %, a, = %, a3 = 1 in our pro-
posed protocol. Note that SNR is defined as VLA and NNR is
defined as %, and we assume V4 = Vp. From this figure,

we observe that we do not obtain a high key rate when SNR
is too high or too low.

In order to show advantage to use soft-decision, we
compare the key rate that is achievable by our proposed pro-
tocol and the key rate that is achievable by Maurer’s protocol
in which Alice and Bob use only hard-decision for generat-
ing a secret key. Maurer’s protocol consists of an interactive
phase, which is the so-called advantage distillation®, and a
non-interactive key agreement phase. The key rate that is
achievable by Maurer’s protocol depends on the number of
the iteration of the interactive phase. For each NNR, we
determined the number of the iteration optimally among 0
to 4. In our protocol, we determined the set from fixed
a, = %, a, = %, as = 1. The result of this comparison is
presented in Figs. 2(a)—(c). From these figures, we observe
that we obtain a larger key rate by our proposed protocol

Proposed NNR=-2

= 05y  — — - Proposed NNR=2
g ----- Proposed NNR=6
< 04

=

L

5 03

8

< 02 - -

-

SNR [dB]

Fig.1  The relation between SNR and the key rate in our proposed
protocol for several NNR.

"There is two kinds of advantage distillation, the so-called
repeat-code protocol [16] and the parity-check protocol [10] (see
also [23]). The key rate of the parity-check protocol is slightly
higher than that of the repeat-code protocol. In the comparison, we
adopted the parity-check protocol. However, the difference of the
key rates for the repeat-code protocol and the parity-check protocol
is extremely small.
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[ roposed
0.5¢ prop

— — - Maurer’s

0.4F

rate [bit/channel]

NNR [dB]
(a) SNR = 1[dB]

: proposed
0.5F  —-- Maurer’s

0.4

0.3}

rate [bit/channel]

0.2f
0.1b

.Lp _
L -
[ —
—t
L L L L Il

NNR [dB]
(b) SNR = 5[dB]

proposed

0.5 — — - Maurer’s
0.4

0.3

rate [bit/channel]

NNR [dB]
(c) SNR = 7[dB]

Fig.2  The key rates that are achievable by our proposed protocol and
Maurer’s protocol.

than by Maurer’s protocol with all value of NNR. Note that
in Gaussian Maurer’s model, we should calculate the key
rate by Maurer’s protocol for Eve who can use continuous
random variables Z" to guess the secret key. However, the
numerical calculation of the key rate by Maurer’s protocol
in Gaussian Maurer’s model is difficult when the number of
the iteration of the interactive phase is larger than 1. Thus,
we calculate the key rate in BSC Maurer’s model instead of
Gaussian Maurer’s model when the number of the iteration
of the interactive phase is larger than 1. In the calculation of
the key rate in BSC Maurer’s model, we consider the situ-

"The wire-tapper in Gaussian Maurer’s model can use contin-
uous random variables Z" to guess the secret key, but one in BSC
Maurer’s model can only use quantized versions of them.
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ation that Alice, Bob, and Eve hard-detect received signals
according to the similar rule as in Egs. (3) and (4). In this
situation, we can convert three Gaussian channels into inde-
pendent binary symmetric channels with error probabilities
€A, €B, €g given by

/ 1 /
€4 = %erfc( VLA]’ €p = Eerfc[ VLJ’
= %erfc(,/viE), (12)

where the complementary error function erfc(z) is defined
as

erfe(z) = % f "t (13)

Note that this way of the comparison gives Maurer’s pro-
tocol advantage because a wire-tapper in Gaussian Mau-
rer’s model is more powerful than in BSC Maurer’s model’.
Hence, the key rate that is guaranteed to be achievable by
Maurer’s protocol in Gaussian Maurer’s model is lower than
that presented in Figs. 2(a)—(c).

5. Conclusion

In this paper, we have proposed Gaussian Maurer’s model
and the protocol with reliability information based on the
result of the soft-decision in this model. As a result, we
have obtained a higher key rate than Maurer’s protocol. This
is because that the correlation between X, in Eq. (5) and Y
and between Y, in Eq. (6) and X obtained by using the reli-
ability information is stronger than the correlation between
X, in Eq. (3) and Y, in Eq. (4) obtained by using the hard-
decision.

However, we do not know the optimal way to deter-
mine sets E1, ..., Ex and its number K. Intuitively, one may
think that the more sets we use, the higher rate we obtain.
However, this intuition does not seem to be always true. We
determined the number of the sets to be 3 according to our
rule of thumb. Furthermore, we have to find the optimal sig-
nal constellation used by the satellite. These problems are
future research agenda.
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Appendix A: Proof of Lemma 1

We only prove that if we set the rate %log [Ma| of public
message according to Eq. (7), then there exist encoders and
decoders such that the decoding error probabilities Pr{)A(Z #
X} tends to 0 as n — oo. The proof for the rate %log IMsz|
of public message follows by symmetry.

We use the so-called “bin coding” proposed by Cover
[7] in this proof. The procedures of bin coding is as follows.

Assign every x} € X to one of |My| bins indepen-
dently according to the uniform distribution on M.

Alice sends the index i of the bin to which x} belongs.
Then let @,(x}) = i.

For each (y", w"), we define the set §,(y", w") C X} as

2w = :—lo
Y A 08 P (L, W)

< H(XAlYW) + 7},

where y > 0 is an arbitrary fixed small constant, and we
denote the pair (W), Wg) as W". Then, for given y", w", and
the received index i, declare ¥, (i,y", w") = x} if there is
one and only one pair (X}, y", w") such that ¢, (x}) = i and
Xy €8,y", wh). Otherwise, declare an error.

We will evaluate the decoding error probability aver-
aged over randomly chosen encoders as follows. We have
an error if X} isnotin §,(Y", W") or if there is another sym-
bol fcz S XZ in the same bin. Thus, we can define the events
of error

EQ = (X} ¢ S,(Y", W)},
ED = {38 # X3 Gu(®)) = Gn(X})
and £} € §,(Y", WM},
Then the decoding error probability averaged over randomly

chosen encoders Pr{X) # Jn(gﬁn(XZ), Y, W™} is upper
bounded as

Pr{X} # Yu(g,(X3), Y™, W)}
= P{EQ UE")
< Pr{E®} + Pr{ED). (A-1)
Pr{Eflo)} is evaluated as

PH{EL} = Pr{X} ¢ S,(Y", W")}

1 1
= Pr{— lo
7% Pyypprn (XLIY7WP)

> H(XA]YW) + y}

< 1
= Pr{; log P X(i) YOW®
i=1 xalrw(Xy | )

> H(XA|lYW) + 7}, (A-2)

which tends to 0 as n — oo by the weak law of large num-
bers. To bound Pr{Efll) }, we rewrite it as
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Pr{E")
= Pr{af) # X} : @u(£}) = Bu(X})
and ¥} € §,(Y", W")}

= f pr(y")
y’l

s u n n n
(X}, WEX X W) x W

Py (X3, Wgn(xy, y", W) dy”, (A-3)
where
gn(Xp, y", W")
= PI‘{E')ACZ # XZ : ‘pn(ylA) = S_Dn(x’AZ)
and (£}) € S,(y", w")}. (A-4)

Furthermore, we can rewrite (A-4) as

Gy WD = > Pr{E(E) = ()

[y
XA#XA

L eSn(y W)

1
Z Myl

#all

P eSn(y W)

1
168,y W) IMal
IS »(y", Wl
VI (A-5)
IMal

If £} € S,(y",w"), then from the definition of S ,(y", w"),
we have

o —n(H(XalYW
PXZ‘yn’wn(.xZ) Z 2 Vl( ( Al )+7).

Thus, we have

Z Pxryrwa (xply", w")
RAESH(y" W)
n)|2—n(H(XAIYW)+7) )

1

I\

\%

1Sn (", w
Hence, we have

IS u(y", w")| < 2" HX WD), (A-6)
From Egs. (A- 3)~(A- 6), we upper bound Pr{E;"} as

f’ pr(y")

(), WOEXY X Wi x W
n(H! (XAlYW)+y)

[Mal

Pr{E"}

IA

Py (X3, W")
QHHXAYW)+y)

<
[IMal
= Q~log \MAlzn(H(XAIYW)W)’ (A-7)

dy"

which exponentially tends to 0 as n — oo if 1log|M,| >
H(XA|YW) + .

Since the decoding error probability Pr{X} #
Un(@n(X), Y, W)} of randomly chosen code tends to 0 as
n — oo, there exist at least one pair of an encoder and a de-
coder such that the decoding error probability Pr{XZ # X}
tends to 0 as n — oo.
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Appendix B: Proof of Lemma 2

In this Appendix, we will show the proof of lemma 2. In
Sect.B.1, we introduce a universal hash family, which is
used for computation of a secret key. In Sect. B.2, we de-
fine the security of the protocol in the sense of the varia-
tional distance, and we show the relation between the secu-
rity of the protocol in the sense of the variational distance
and the condition Eq. (10). This relation implies that if the
security of the protocol in the sense of the variational dis-
tance is satisfied, then the condition Eq.(10) is satisfied.
In Sect.B.3, we relate the size |S| of a secret key S and
the size My X Mp| of public messages M = (M4, Mp)
to the security of the protocol, and we show that if we set
LIn|S| < HXAYAIZW4Wg) — 2 In|My x Mpl, then there
exists at least one hash function f that satisfy Eq. (10) for
sufficiently large n.

For the simplicity of notation, we denotes the integral
over R” as f unless otherwise specified, and we abbreviates
Provinjzown (-, -2, W) as Proyinjgnwe (¢, ). The variational dis-
tance ||P; — P,|| between the probability distribution P; and
P> on V is defined as

1Py = Pall := > IP1(®) = Pa(@). (A-8)

veV

B.1 Universal Hash Family

In order to extract an almost secret string (secret key §) from
a partially secret strings (a pair R" of random variables X}
and Y}), we use a universal hash family #. A set ¥ of
functions f : X} x Y — Sis said to be a universal hash

Sfamily if we have

Pr({f e F 1 f(@") = f(&™)) < é (A-9)
for any 1" # r'" € X} x Y, where F denotes a random
variable on ¥ and Py denotes the uniform distribution on
. For given Eve’s received signals 7" € R" and reliability
information w" € ‘W, X ‘Wp, the jointly conditional distri-
bution Pgwmy wi(s, m) of a secret key S = f(R") and public
message M is given by

PSM|Z",W” (S, m) = Z PRann,wn(rn,m)
I'”Ef’l (Y)

= Prompwe (f 7 (5), m),

where f71(s) ;== (1" € XZXyZ | f(r") = s}is the subset of a
set X} X Y such that f(r") = s. Note that since S depends
on a hash function f, it should be referred as S . But, we
use the above notation for convenience in this paper.

B.2 The Security of the Protocol in the Sense of the Vari-
ational Distance

In order to prove lemma 2, we define the security of the pro-
tocol in the sense of the variational distance in this section.
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If a secret key S is independent of Eve’s information and
its distribution Py is close to the uniform distribution Ps on
S, we decide that the secret key S is secure in the sense of
the variational distance. In the other words, we define the
security of the protocol as

Ap = fpzn(zn) Z Py (W")

neApm n
wreWi x Wy

||PSM|zn,wn - P§ X PM|Zn’wn||dZn, (A 10)

where Py w» 1s the marginal distribution of Pgmznwe, and
P5 X Py we 18 the product distribution of Pz and Py wr
As an extension of [9, Lemma 1] to continuous random
variable, the following lemma relates the security of the pro-
tocol in the sense of the variational distance to the security
of the protocol in the sense of the entropy shown in Eq. (2).

Lemma 3 The conditional entropy H(S |Z"W"MF) is lower
bounded by

H(S|Z'"W"MF) > (1 —E[A/])In S|

~E/[Af]log (A-11)

1
Ef[Af]
Note that since W" = (W}, Wg) and M = (My, Mp),
the conditional entropy H(S|Z"W"MF) is equivalent to
H(S|Z"W WMy, MpF) in Eq.(10). From this lemma, if
E([Af] is sufficiently small, a secret key S is secure in the
sense of the entropy.

Proof. Let
Armzw = [1Psmzwe — Psll. (A-12)
Then, we can rewrite Ay as
Ap = f pr@) )]
m,w"
Pyiwnp (M, WA f i o e dZ" (A-13)

For given 7" € R", w" € W) x W}, andm € MyxMp,
we obtain

HSM =m,Z"=7"W'=w'F = f)
S
> log|S| = Aymzwe log #, (A-14)
Afmznw

which follows from the continuity of entropy [7] in the sim-
ilar way as [9, Lemma 1].

The second term of Eq. (A: 14) is upper bonded as fol-
low. Since tlog % is a concave function, we obtain

n S|
Z Priwrzn(m, WA £ 0 e log T
fm,z

" n wh

S
< Agolog L—f'
JZ

(A-15)

from Jensen’s inequality for w”, m, where we let Ay, :=
Dimowr Pvwrzr (M, WHA £ 0 e Averaging Eq. (A- 15) over
7", we obtain
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S| S
fpzn(z”)Af,Zn log udz” < Arlog 5 (A-16)
Ao A
from Jensen’s inequality for z".
Eq. (A-16) over f, we obtain

Moreover, averaging

IS

— A-17
B/ 1A (A-17)

Ef [Af log %] <Ef[Af]log

from Jensen’s inequality for f. O

Note that when we use Jensen’s inequality for a contin-
uous random variable, the condition of absolutely integrable

f Pz (@NAfldZ" < o0 (A-18)

must be satisfied [13]. In this case, from the fact that 0 <
Arn <2, this condition is satisfied.

B.3 The Relation between the Size of a Secret Key and the
Security of the Protocol

The following lemma relates the size |S| of a secret key S
and the size | My X Mp| of public messages M to the security
of the protocol.

Lemma 4 For the size |S| of a secret key S, the size |[My X
M| of public messages M, and the security of the protocol
Ay, we have

E/[Af]

< [ISIIM4 x Mp|
- 2(m
+2 f PAE") D Py (W")
e
XPR"|Z"W” ({I‘" € XZ X yg |

1
——log Prajrw (r") < a/}) d7", (A-19)
n

where E; denotes expectation for a uniform distribution on

F.

Proof. This proof is based on the techniques in [20, Chapter
5]. In the following, we will prove

Ef[A g wi]

o [ISIMu X Mal
- 2cm

+2PRn|znwn ({l’n € XZ X yz |

1
——log Prejrw (") < a/}) , (A-20)
n

where

Af.z",w" = ”PSMIZ”W” - P§ X PM|Z"W"||9 (Azl)
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Averaging Eq. (A- 20) over 7" and w", we obtain Eq. (A- 19).
For given z" € R" and w" € W) x WY, we define the
set A, C X} X Y as

1
A= { € XX Y 1 108 Prien ) > .
n

and we define the set A{ as the complement of A, on X'A' X
Y. Then, Ay w» for given f € ¥ is upper bounded by
||PSM|ann - Pg X PMlann”

= D IProvtre (7 (), m)

—P5(5) Pyt (m)
= D Provtne (7 (5) N Ay, m)

s,m

=P5 (8)Prmjzrw (Ap, m)

+Provzrw (f 7' (5) N AS,m)

=P (5)Prompzwi (Ay, m)|

Z hy(s, m) + Z Provizw (f 7' (5) N AS, m)
s,m s, m

(A-22)

(A-23)

IA

+ > Ps(5)Provtiows (AS, m) (A-24)
s,m
= Z Ba(5, M) + 2P (AS). (A-25)
§,m
where
hy(s,m) = [Proyz(f 7' (5) N A, m)
—Pg (s)Promizrw (Ap, m))|. (A-26)

Equation (A-22) follows from the definition of the varia-
tional distance and f “1(s). Eq. (A-23) follows from the fact
that (f 7' () NA) N (fTH(HNAYD =0, f(s) = (f ()N
A U (f71(s) N AS), and Pygorge(m) = Provizwe (A, m) +
Promizwe (A5, m). Eq. (A-24) follows from the triangle in-
equality. Eq. (A-25) follows from the fact that Uscs f ~I(s) =
X} x Y. By regarding the first term in Eq. (A-25) as an
inner product, and by using the Cauchy-Schwarz inequality,
we can upper bound the first term in Eq. (A- 25) by

D (s, m) < \/|S||MAxMB|Zhn(s,m)2 (A-27)

Furthermore, we can rewrite the inside of the root of
Eq. (A-27) as

D In(s,m)’
s,m
= > {Prmiw (£ (5) N A, m)?
S, m

_2PR71M‘ann (f_l(s) N An, m)
P3(s)Promiziw (A, M)
+P5(5)’ Promizrwe (A, m)?)
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= D Provwe (7' () N Ay, m)?
s, m
1 2
= D g PR (A, 7, (A-28)
m

where Eq. (A-28) follows from the fact that P5(s) = é and

Zs PR“M|Z"W” (f_l(s) NA,,m)= PR”M|Z"W” (A, m). Then, we
can rewrite the first term of Eq. (A- 28) as

D Provtiowr (7 (5) N Ao m)?

s, m
= Z Z PRannwn(rn,m)

sm e f-l1()NA,
/n
PerMlzrlwn (r s m)
— n
- Z Z O fen), fem PRomjzrwe (7, m)
m r'r'’eA,

PR"M\z"w" (I"n, m), (A 29)

where 0 s rny is Kronecker’s delta. On the other hand,
we can rewrite the second term of Eq. (A- 28) as

1

— Promizrwe (A, m)?
Zml|3| ReMjzw (A, M)
= %PRUM‘ann (I'n, m)
S|

m r'r'"eA,

Prompzrw (X", m). (A-30)
Thus, averaging Eq. (A- 28) over f, we obtain
Z Z Ey [5f(r“),f(r"’) - i]
m ' reA, S|
Promprw (X, M) Proppzng (17", m). (A-31)

Since f is chosen from a universal-hash-family, we obtain

1 1 forr" =r"
Br |0 =15 S 0 forr” #

from its definition (shown in Eq. (A-9)). Thus, Eq. (A-31)
is upper bounded by

Z Z PR"Mlz"w“ (r”, m)PR»kanwn (I’n, m)

m r'eA,

< Z Z PR"MIz”W"(rn’m)%

m r'"eA,

1
Z PRnM|ann(r”, m)—

2[}”1
r',m

_ ! (A-34)

Dan ’

(A-32)

IA

(A-33)

where Eq. (A- 32) follows from the fact that Promjzw (X", m)
< Proprw (") < 55 for any 1" € A,,. Since the root function
+/: is concave function, by combining Egs. (A-22)—(A-32)

and averaging over f, we obtain
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Ef[Afzwi]

< [ISIMa X Myl D (s, m)?

+2 PRojgryn ({r” eXy x Y, |

1
——log Prapy (r") < a})
n

o [ISIMux Myl
- Qan

+2Per|anrl ({r" € XZ X yz |

—l log PRrejgrw (X") < a}). (A-35)
n

Corollary 1 Suppose that we set %log S| = HR|ZW) —
ﬁloglMA x Mgl — 26, Ef[Af] is exponentially small for
sufficiently large n.

Proof. Suppose that we set « = H(R|ZW) — ¢ for 6 > 0,
the second term of Eq. (A-19) exponentially tends to O as
n — oo by using the Chernoff bound [7]. On the other hand,
suppose that we set 1loglS| = H(RIZW) — Llog|M, x
Mgl — 26, the first term of Eq.(A-19) is ¢™®" and tends
to 0 as n — oo. Thus, suppose that we set %log S| =
HRIZW) — 1log| My x Mgl — 26, E/[A;] exponentially
tends to 0 as n — oo. O
If Ef[Af] is exponentially small, then the security of the
protocol in the sense of entropy is guaranteed by lemma
3. From this fact and corollary 1, suppose that we set
ﬁlog S| < HXAYAIZWoWg) — ﬁlog IMa x Mgl, Eq. (10)
is satisfied for sufficiently large n.
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